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Transductive quantitative calculation
approach of network abnormality index
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Abstract: For the problem of network abnormality index calculation, a transductive quantitative calculation approach
named QCDP was proposed based on quantitative characteristics index, composition characteristics index, distribution
characteristics index and pattern characteristics index. Seven experiments using real network traces were made to validate
the effectiveness of QCDP. Theoretical analysis and experimental results show that, compared with the traditional trans-

ductive method based on traffic, the QCDP can more effectively reflect the macro situation of typical network security
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incidents; compared with the inductive methods, the QCDP has better objectivity, instantaneity and practicability.
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FHRCAO T AR i ok o A A 3 24
HLE 26 AT R IAek, R AR IR TR
Fi: SCHR[41%E T 20t TCM-KNN(transductive
confidence machines for K-nearest neighbors) & 15 &
BLE 22 S Sk, R Tl o 28 e A DN PR T
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A SCHER[61FE T FH BEATLRR AR S008I 465 7
AT, SR EERNIE: SCER713EH T KA
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Sk b AR R R ZE A S AT N s SCHR[912E T
it W 2847 R AT FROIRASHIL, il I IR FE A 0 R
MFREAT A SCHER[10192 TR T H I B HoR 1)
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RE I 2 AR IR E A7 1) 32 3 BRI SREHE LY, i
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IS S0 PR 415 B K R 2 i 5 S I 3 ) FE AR B v B
Mifs, b, WPk e B RO BRI, Ky
HI 25 2N FARR A RS o — ettt ] agk ) 286 AH %
R A2 A R I A A BE 1

EX 4 M%7 4R EU(NBI, network ab-
normality index), 245 H TSR H 242 BM BT
JIT 5 | 76 FRD 14 4% 308 A5 KA R A S R 1) — SR 4R 3
2R R HO I 190 28 H s e v e Bl A 2 2 4 i
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R I ATR SRR B AR R f R Ok A A5
3.1 HEFEIEE

EX 5 FEFFIEFEE(QCI, quantitative char-
acteristics index), A& T s B 9 28 B q 70 B0 RF
TE B AR RS () — KR 2, iR 2 . Hat

OClI (net) = max{TI(net), PI(net)} )
Hrf, net FRORMEERTGL, W R % ph 28 2R X 4%
RS, Thnen) JMZEXT % net W &5 HU(TI,
traffic index), Pl(net) AWML XT 4 net 1157 4K %55
# (PI, packet rate index), HiH5A = 2)F=
B, max FoRPUR ERE. HTREREY
IR IR AR — B BRI OCI P, DRk, X
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N, (net) |(t, =r,t,=b)v
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F, (net)
/th (net)

P, (net)
) /sz (net)

Horr, Tunet) 1y t W I L0 B ner [ = FEFR(NTI,
network traffic indicator), JiHHE (PR
Pnet) N t W HHIN 2801 5 net 1153 21 34 R F8AR(NPRI,
network packet rate indicator), HIFHEAXWZL(S)
Fi7s Nnet) Ay ¢ W80T 5 ner 1) W9 4715 i B4R
Frs r ZostiEI, b RonEE.

L(ne) =3 o LD =1V b) )
P(net)=Y_

oz HO(I=rVE) 0 (5)
Hor, subnet MBS net WITH, FRTEFRE
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TS PR R MM e 45 AT s PG ¢
R[] P25 A B Fh 25 759 R PR I 3¢ 23 A 0 8 n R )
Gt di FokFKoR .
32 AOHFEIREL
EX 6 JHARFEFRE(CCI, composition char-
acteristics index), &fEH T WA BE R 2R 4%
A e BIRAAE B AR RE L — 05, il
B faEEE . HatkH A
CCl (net) = max{ICI(net),TCI (net),UCI (net)} +
max {SCI(net), RCI (net)} +
OCl (net) (6)

o, ICK(nen) HMZERE net 11 ICMP iU 73 fi7
H(ICI, ICMP composition index), TCI(net)}j M 455
% net I#) TCP PpU 43 F840(TCI, TCP composition
index), UCI(net) 4 M50 % net 1) UDP PpisL 7745
$¥1(UCL, UDP composition index), SCI(ner) MZ&%t%:
net ] TCP_SYN J§73#5%4(SCI, TCP_SYN composi-
tion index), RCI(net) ) L& 3§ % net [f) TCP_RST i,
7 FREU(RCI, TCP_RST composition index), OCI
(net) A W ZE KT 5 net (1) 3 1 1% 53 45 L (OCL, port
composition index), FTIH A X5 A (T~
(12)Fr7R o« fEAH IR SCE W A5 &, BT TCPL UDP,
ICMP B[] LA K TCP_SYN 3 5 TCP_RST i

Pl (net) = max

t,=rt,=b)v
t,=bt,=r) } )

S NAVHRAFAE — R B A RIRYE, PRI R R T X
KAERTHEAT IR B G5 5
ICI(net) =

ICN, (net)
At. (net)|(t, =r,t,=b)v @)
TVICN, (ner) (t,=b,t,=r)
A& (net)
TCI(net) =
TCN, (net)
At. (net) |(t, =r,t,=b)Vv| (8)
T TCN, (ner) (t,=b,t,=r)
A& (net)
UClI (net) =
UCN, (net)
A,l (net) |(t, =r,t, =b)v| (9)
max UCN, (net) t,=b,t,=r)
A& (net)
SCI(net) =
SCN, (net)
N, (net) |4, =r,t, =b)v] (10)
max SCN, (net) (t,=b,t,=r)
A,Z (net)
RCI(net) =

RCN, (net)
%,I (net)

RCN, (net)
A,z (net)

OClI(net) =

OCN, (net)
Aﬁ (net)

OCN, (net)
%,z (net)

Horh, ICN(net) 2y t WM Z0 % net 11 ICMP B3
%43 F8FR(ICN, ICMP composition indicator), H 114
ARIMK3)7R: TCN(net) y t WML net
] TCP i3 $8FR(TCN, TCP composition indi-
cator), 5L ARXMAHFTR; UCN(net) H t it
W21 % net 1) UDP #p3L 53 8 4#(UCN, UDP
composition indicator), HIFHE AR W (15)FT7R;

SCN/(net) A t I 28 % 5 net ¥ TCP_SYN Ji& 74
FR(SCN, TCP_SYN composition indicator), o5 A
KRR A16) 7" RCN(net) A t I WML 5 net 1)
TCP_RST f§ 4§ #5(RCN, TCP_RST composition

max

(t,=r., =b)v] (11)
(t, =b,t,=r)

max

t,=rt,=b)v| (12)
(t,=b,t,=r)
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indicator), HATEARXWXA7)FTIR: OCN(net) h t
IS 31 0 4% 0 % ner (1) 3 R 43 45 A5 (OCN, - pOrt
composition indicator), HIIH A= A8)Fi7R.

[CNf (net) = Ziesubnelcne/ N’ (l)
IM. (i)
:Ziesu net Cnet r : (tZVVb) (13)
e 4P (i)
TCNf (net) = Ziesubnetcnet TCN, (l)
TC, (i
=y ()( vb) (14)
i€ subnet Cnei AP( )
UCN’ (net) = Ziesubnetcnet UCN’ (l)
UD, (i)
= ——=(t=rvb
Ziesubnet;net AB (l) ( ) (] 5)
SCN’ (net) = Ziexubnetcnet SCN’ (l)
TS, (i)
= —=(t=rvb
Ziexubnetgner TC, (l) ( ) (] 6)
RCNf (nel) = Ziesubnetcnet RCN’ (l)
TR, (i)
= ——(t=rvb
Ziesubnetgnet TCI (l) ( ) (1 7)
OCNt (l’let) = Zie subnetCnet OCN’ (l)

_ ON/ (i)
= 2 et { p) b ome=rvb) as)

o, IMG)FR 7 ¢ BFHATY 550 19 ICMP 23 418U R b,
AP(D)Fon ¢ WA S R AR, TC()ERR
¢ WPHIAT A0 18 TCP r A deds, UD()R7R ¢ i1
YA i [ UDP 2 R, TSR ¢ WA AL
) TCP_SYN(hic LuAs o SYN 1 TCP 4341 7 4l
BARPR, TR)F ¢ WY i 1) TCP_RST(hrid
P H jj RST 1) TCP 43 241)5r B b . ON! (1) For
W 270N 5 e m B R TE OB N R4
HBHEPR, BI04 m=3 i, 0~1 024 HZE—E, 1
025~9 999 4% 2 Bt, 10 000~65 535 A% 3 Et.
3.3 DWEHEEH

EX T SAFFEFRE(DCI, distribution char-
acteristics index), &8 H T W28 Hn E ST 4)
ARFAE BB B I — 5 5k, 1P /A dR3L
o R A
DClI(net)= ALI(net) + maX{SII (net), DII (net)} +

max { SPI (net), DPI (net)}

Hrf, ALInet) R M40 % net -2 73 ALKy

19)

fifa% (ALI, flow average packet length distribution
index), SI(net)3&7~M 4% %: net IR 1P 43 Aii 4541

(SII, source IP distribution index), DII(nef)3&7~M
RIS met [FTH 1) TP 73445 %L (DII, destination IP
distribution index), SPI(net)&/~MLEX % net HIYH
Uiy 143 A $6%L (SPI, source port distribution index),
DPI(net) 3 75 W 45 % % ner 119 H 1 3 11 53 A7 $5 44

(DPI, destination port distribution index ), H.iI& A
XA 20)~X2H PR

ALI(net) =
ALN, (net)
Aﬁ (net)|(t, =r,t,=b)v| (20)
TEVALN, (ner) (t, =b,t,=r)
N , (net)
SIN, (net)
B /Nt1 (net) |(t, =r,t,=b) v 21
SII(net) = max SIN, (ner) (t =bit, =7) 1)
/N, (nen)
DIN, (net)
B N, (net)|(t, =r,t,=b)v ”
DIl (net) = max DIV, (ne) (. =bt, =) (22)
N, (net)

SPN, (net)
SPI = /Nf| (net) (1, =r,t, =b)v 3
(net) =max SPN,, (n67 (t,=b1, =7) (23)
er (net)

DPI(net) =

DPN, (net)
A , (net)

DPN, (net)
A , (net)

Horhr, ALN((net)ly t WIHIMZ8 X 5 net U143
Qﬂ{t > 1 FE A5 (ALN, flow average packet length
distribution indicator), HiFH A (25)F7R;
SIN(net) Ay t WA LGRS ner WG 1P 43 A 545
(SIN, source ip distribution indicator), 118 AL
=X (26) 1718 s DIN(net) g t I IR 28060 % net 11 H
] IP 434 F8HR(DIN, destination IP distribution in-
dicator), HAFHAXWXQNIIR: SPN(net) ¢
B HH X 25 06 5 mer TR0 11 70 A $8 #5(SPN, source
port distribution indicator), HTH&E A W=(28)FT
7N; DPN{net)h t W I Z85F 5 ner 1) H 1355 1143
4ii 8 A% (DPN, destination port distribution indica-

max

t, =r,t,=b)v| (24)
t,=b,t,=r)
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tor), HiFHEAXWMAXQ)I=.
ALN (net)=Y" _ ALN, (i)

subnet Cnet
I 4L, (i) -

j=1
= 2

i€ subnet Cnet

> AL, ()xIn AL, (i) (t=rvbd) (25)

ijlALﬂ (l)
v, ALy () (G=1~m) 7R A5 ¢ NS 2 1 H AT AH
7]~ 3 0y N IR AR bR, n AR 4K
R~ H

SIN, (net) =

SIN, (i)

i€ subnetCnet
In Z”:SI () -
- iesubn%gnel Z::l SI]’ (l) x ln Slﬂ (l) (t - b) (26)
Z ::1 Sljt (l)
Hrp, SL(=1~n)R s 1E ¢ W i B AR
U5 1P MBI E AR, n AR TP ik A H
DIN, (net) =Y

DIN, (i)

i€ subnet Cnet
In Z DI, (i) -
- bzg, > DI, ()xIn DI, (i)
2 DL @)
i, DI (j=1~n)RRTE ¢ Y 5 R BAAAH R H
(1) TP Ml (PR A dahs, n AR H 1) 1P Hihik (A48
SPN, (net) =Y _ SPN, (i)

(t=rvb) (27)

subnet Cnet
In Y’ SP,(i)-
Jj=1

2 > 5B, (xInsp, ) [ =TYE) @)

- i€ subnet Cnet
ijl SPJ'f (l)
Hrp, SP(i)(=1~n) A0 ¢ AT i i i B AT AH A
Jsvi GRS, AN R S 11 A4
DPN,(net) =" _ DPN, (i)

subnet Cnet
In Zn: DP, (i) -

=]
= 2

i€ subnet Cnet

> DP,(i)xIn DP, (i) (t=rvb) (29)

> DP, ()

o, DPy(i)(j=1~n) 7R TE ¢ I AT A0 i I B AT AR
H B AR bR, n AR H R H A2
A SR VA T 45 A 5 v 5T BT Ik 4y
AR,
3.4 RAHFIEIRE

EX 8 HARFEFEE(PCI, pattern characteris-
tics index) e ¥ F T S W 9 2% E5 4 72 AT A B = URRAIE
AR R AR E, RIS 1P R H ) 1P AR
XAEEsE. HitE AN

PClI(net) =

30
STPI(net)+ SDPI (net) + DDPI (net) (30)

o, STPI(net) iy M £561 % net (IR TP [R) H (1)
H#F8 %0 (STPI, SIP-DPORT pattern index),
SDPI(net) J M L& X % net WAIYE TP [7] H i) TP A
$8% (SDPI, SIP-DIP pattern index ), DDPI(net)}j ¥
BT % net FIANIRIYR TP [W] H () TP 4 45% (DDPI,
DSIP-DIP pattern index), HAT5 242005413 1)~
K3B3)r.

STPI(net) =
STPN, (net)
N, (net) (¢, =7,t, =b) Vv 31
max
}SVTP]V[2 (net) ([1 :b’t2 :]/‘) ( )
N, (net)
SDPI (net) =
SDPN, (ney
N, (net) |(t, =r,t, =b)Vv
ma ! 32
X SDPN,2 (net) (t,=b,t,=7) (32)
N, (net)
DDPI (net) =
DDPN, (ney
N, (net) (¢, =r,t, =b)Vv
ma ' 33
™1 DDPN, (net) t=br=r [ OV

N, (net)

Hrfr, STPN(net) Ay t N 280 5 ner 1) [R5 TP [H]
H {3 1A X F8AR(STPN, SIP-DPORT pattern indi-
cator), HIHH AR WG4 Frn: SDPN(net)y t
I % ner IFIYE TP [AIH 1) 1P BCRRR
(SDPN, SIP-DIP pattern indicator), Hit+#& A
(35)i7~; DDPN(net) Ay t B B 45 X 4 net [FIAN[F]
W IP [ H (1) TP A48 45(DDPN, DSIP-DIP pattern
indicator), HitHAX A (3B6)FR.
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STPN, (net)
= Ziexubnetgnet STPN’ (l)

= Ziesubnet;neth:l ST[)JI (l)(t =rv b) (34)

Horpr, BATARIRIUR TP M EARAR [R] H i 1 30 117
AN, STP()FRAE NI £ HO S 21
AR, 2 — T T RERAC AT -
SDPN, (net)
= 2 coumnacna SPPN, ()

= Ziesubnetgnet Zj:l SDP/f (l) (t =rv b) (35)

Horh,  ELA IS TP M AAR ] A TP Mk g7
JE TR, SDPG)oRAE ¢ I 4 i sk
W LRI FHE R % B T
T E TR -

DDPN, (net)

= Ziesubnetcnet DDPNf (l)

= Zissubnergnet Zf:l DDP/’ (l) (t =rv b) (3 6)

Hop, HAANEE 1P b FAH TR H 9 1Ptk )3
TR A, DDP()FRRAE (R R 1 ik
N 2R EEE bR . SRR TR
oA AR 2 IR 25 BUtiAT
3.5 REMEHNEEITE
BT BSCHTIR, 5t R 2 S AR RO T R A
X wmEHFoR, Wi, Bz a0 &
5T RR A QCDP .
NBI(net) = QClI (net) + CCI (net) +
DClI (net)+ PClI(net) 37

oL X 190 8 S P i R SR e B
JIERIG T, WTRAE e 1) A SRR 48 E R AT
AN HAACRIE R I W B0, T84 46 %)
K/ANAT DS e th 266 PR AR (R, RIDRERS %1
] L AR S A B A s s 20 DU
AT A G PP bR, S PSR B RE S T R
FIPPAANIR] 2 4 S 0] 0 6% S 6 1R R 22 48 s 3)
S PR TR BRI UL b e W 19 44 ) S e
[ PRI A RIUA Jreka 3

4 FRAH

4.1 It
g T BB U o PR RO e e

(AT R E R A, 23 BB R IE AT A SREREATE
(crowd)Vj i), UDP ¥z 43 A3 481k 55(DDosS, dis-
tributed denial of service)Biti [0tz 23 A1 N FH 4
5 Xi(SYN Flood DDoS)Heiti i HiAL k. T H 416
8 6 PG e T 7 AN

A SRABEOEIRSS S, 4 4> CPU (Du-
al-Core AMD Opteron, 2211 MHz, 64 bit), 2 GB I
1%, CentOS Linux 5.2 64 bit #:/E & %;.

SRR RIS, AR NetFlow!™
WEE, ERCEIEE A 3 AN I e g T s R
5 H 15 HZ 21 H—J1) NetFlow i .

SHRE: AR, ket s 15 Hi
B/ R IEI b, BERGE R 5 H 17 H AR TR B
I e SIS, SEEG 2~6 JEHT
b RhFEH, LLS H 17 HEMS RS b S,
4b, Nfnet) =3(t=rv b), BLXEFEFRECT p=20.

SYN Flood DDoS Bt S Aait /vki: FE4i NN
BONAEES] 1 4% TCP WS IN 5 4cBGTR, Hh B
UL IR 1P HhhEBEAL2E,  H (1) 1P kil kst a) H
Pk TS H IR IP Mok, Zh4H30h 1, 080k
100, Frdilbhsly SYN, HAthfE B 5 seimdidi 2.

UDP Flood DDoS Bl #ais Jivki: TEffiAN
B BB R 1 4% UDP Sl in 1 480, o
B T 9 O | e R 1 W B O ) oz 8| iy 2 LT
SEELE R TESE H A TP ik, RO 1500 Hi%
UDP U5 2153, HAthf5 B 5 1 s —3.

Crowd Vj M sEAE Tk BN BENEE 5
RTINS IN 10 2507 ), Ferb s I TP ik ok 1%
IR N H B ECSE TP Mk, H ) TP Hihik S eI A)
SEI T SZ TP Mk, B 1, T
120, HAbE B S R EdE 3.

G R A TV ARSI B Al A 1
& TCP JUAS N 1 44,  Herb it it 1P Hh
Bl s A TA] R IS PR LS TP ik, HR) TP Hb
HEBENL=AE, A 4IECh 1, A 100, AREAN
SYN, H s 124 80, At B5 1 seimtfidhs—2L.

eI A T RN B Al A 1
& TCP FASINCLIZGR I B oMok A w414 H i
bk, H s A 185 ANt 1111 185 4414, H
PR IR TP ik A e A A H R A T L S
IP Hbhik, ZAHECH 1, FA57HCh 100, FREL7 SYN,
Wi 1 2 000 5] 65 535 Z BN, HAbfG RS
B s —3.
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R B A TE I VEI AT e A SR SR
R SR
4.2 REREX

RIS 1 ARG R LI R P o 5
LA ) R NAF DL

EHL S H 17 H 24 h ) NetFlow Jit Bk J 15 5t
WAE, 75 7 BPEFXE 3 AN H 1 1P @A R BE ALy it
P HE) SYN Flood DDoS BUilidfit 5 76 10 LX)
3/NHBY TP BlONFIE I BE AL Oy i Y5 k¥ UDP
DDoS Biifiii s, 7€ 13 BER 3 AN H I 1P B
1) Crowd Vi it i, 7€ 16 P& 3 A8 IP @
o35 PR A L i, /E 19 IPERXS 3 AN TP kN
P I () 2B L . SEIR A R 1 TR

0.40 +I§Z$()ﬁ
0,35 |- AL

b i

<
)
=

[ N
NN
S W

WE/(Gbits™)

= 15

0.10

0.05

0 5 10 15 20 25
I i)/h

I N R P N<U B R

Wit 1 LA, GRS UDP A
AR L 55 Boki (P R N PR U7 W 155 D )
SRR EY, ik R Bty i . R
F S 2 BRI RN LT B A K
43 QCDP %

K2 IEEAT AL NG SR TR

SR N 2 SRR TR, BB UL 4
SRR HEORAS, 76 10 o0, UL IER
DL 19 4 52 0 e B B AR ARATEE o

LI 3 Crowd Uyl o0 26 5 P £
.
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